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The MITRE Corporation is a valuable resource to the national government because they are a not-for-profit company. Agencies can trust what MITRE is telling them because MITRE is not influenced by shareholders and can consequently be an objective advisor. MITRE works directly with the national government through Federally Funded Research and Development Centers (FFRDC’s). The Department of Defense (DOD), The Federal Aviation Administration (FAA) and the Internal Revenue Service (IRS) each have a FFRDC within MITRE. The Center for Enterprise Modernization (CEM) within MITRE manages the IRS FFRDC. CEM is broken down into nineteen teams who either individually manage specific areas housed under the IRS or provide administrative and technical support. The management teams are Executive Management, Enterprise Technology Lab, Business Operations, Creative Solutions, and IT Services. The practice teams are Enterprise Architecture and Planning, Systems Engineering and Integration, and Program Strategy and Management. The customer program organizations are the IRS Strategic Management and Integration, IRS Architecture, Engineering, Business Applications and Infrastructure, IRS Acquisition Management, Treasury and Civil Agency, Homeland Security Strategic Management and Integration, Customs Strategic Management and Integration, US-VISIT, Census Strategic Management and Integration, Border Patrol Strategic Management and Integration and Health and Human Service Strategic Management and Integration. Although each team has a list of specific projects, collaboration across CEM as well as with other MITRE employees is prevalent. Employees refer to this practice as “internal subcontracting,” which provides the highest level of expertise to a situation. 
A practice is a team of professionals who possess core competencies and skills that provide services of value and impact customers. Practice leader Jeffrey Ackerson heads Systems Engineering and Integration, or “V” group V420. Ackerson’s role is to lead several cross-functional teams, define scope, develop cross-functional program plans, drive programs to completion, and ensure that the product is delivered on time and meeting the contract goals. One project under Ackerson’s umbrella is the Bureau of Customs and Border Patrol (CBP) Office of Information and Technology (OIT) data center benchmarking and software distribution study. The contract between MITRE and the CBP states MITRE’s role is to “compare the performance of the CBP Data Center with best practices as well as other data centers of similar size.  The contractor [MITRE] shall also identify opportunities for improvement within the CBP Data Center, and make detailed, specific recommendations for achieving the improvements.  The contractor [MITRE] shall provide guidance that will help CBP establish and validate goals and objectives for the CBP Data Center” (US Department of Homeland Security, CBP OIT Data Center Assessment Task Order).
The outline for the data center benchmark and analysis study was to compare the CBP Data Center to industry-wide data and averages.  Additionally, MITRE evaluated all aspects of CBP’s data center, including the information technology (IT) infrastructure, security, and help desk operations. In assessing CBP’s IT infrastructure, MITRE’s team analyzed number/capacity of installed mainframes, number/capacity of installed servers, spending, number of staff compared to installed hardware, installed direct access storage devices (DASD), tape mounts, number of transactions, and cost and staff per unit of capacity. The software distribution and patch management study was to assess the processes, procedures, methodologies, and tools used by CBP. Upon gathering appropriate data, MITRE was to evaluate improvements or changes to software distribution and patch management within CBP, uses of best practices for notification, alerts, and acquisition of security patches and software updates. The focus of both studies was to identify areas where CBP did not conform to industry best practices and make suggestions based on these practices for improvement. 
The team of Kevin Waugh, Kishan Dudkikar, Lizann Messerschmidt, Ellen Birch, KC Cavallaro, Bruce Patterson, and Bob Rydel conducted interviews with CBP employees across the nation to determine the status of software distribution and data center practices. The team then decided what assessment categories they wanted to cover in their evaluation based on the interview material. The four main categories were organization, technology, processes, and cost. Each category had up to six second level categories that broke down further to cover a wide range of information categories [See attachment A and B]. Software distribution and the data centers were analyzed separately in this process. In the assessment matrix, however, the four main categories as well as the standard second level categories were used to map more general recommendation information [See attachment C]. Strength, limitation, best practice, and recommendations were text-based responses based on the interviews and research into comparable agencies. Capability and risk used a system of colors and symbols to represent level of risk as follows: 
	Color & Symbol
	Capability Risk Level
	Scheduled Risk Level

	Green
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	Acceptable
	Low

	Yellow
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	Some deficiencies are noted that require correction
	Moderate

	Red
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	Serious deficiencies have been identified that require correction
	Serious


All of the above-mentioned information was to be compiled into a formal report for presentation to the CBP in a briefing and presentation session. With interview material in hand, however, the team was in need of concrete examples of industry best practices currently in use by agencies before they could compile their recommendations and formulate a report.

After a week of orientation and general information sessions on the many applications and services available to MITRE employees, I began assisting in research for the CBP OIT data center benchmarking and software distribution study. Under the direction of Kevin Waugh, I sat in on team meetings to gain a greater understanding of the problems that CBP had with their data centers as well as their software distribution methodologies. I witnessed the team develop the assessment categories and discuss mapping to the final version of the assessment matrix. Not only did I gain an understanding of the intentions of the project, but also the value of compiling a team with members from a diverse IT background.

Having thought I would be using a complicated private search process to obtain research, I was pleased to find that I would essentially be “Googleing.” The ‘complicated private search’ was left to the InfoDesk team, whom I fed key words and desired matrices to. In return, the InfoDesk employees were able to find information from paid services such as Gardner and MetaGroup not available publicly. In addition to public Google searches, I searched the public transfer folders of all MITRE employees (with MITRE Google) to obtain exclusive MITRE reports from similar modernization projects, such as with the IRS. With an abundance of hard copies of white papers, newspaper and magazine articles, and online sources handed down to me by team members as well as soft copies of articles the Info Desk and I obtained, I was left to determine the usability of the materials at hand in reference to CBP.
The later posed some difficulties due to my limited knowledge on data centers and software distribution practices. Initially, I spent much of my time researching common terms, acronyms, and software established in the industry. This personal research gave me the tools to effectively discriminate the applicability of information. I widely researched IBM Tivoli to understand how and why CBP uses this product and how they could potentially use it more effectively. Finally, I looked at ITIL (IT Infrastructure Library) service management best practices to see what changes could specifically affect CBP in accordance to their current standards of practice.
One of the major problems I encountered in trying to find specific numbers on comparable public agencies was that generally the industry no longer publicly published specific IT information. After September 11, 2001, many agencies pulled this information off public space in order to protect themselves from what they saw as a potential security breach. For this reason, I was unable to establish a comparison to an earlier study done by MITRE on CBP, pinpointing Federal Express and United Postal Service as comparable agencies. Information outside of the range of number of employees and annual revenue that had once been available publicly was now nowhere to be found using any resource available. For this reason, MITRE reports done pre and post 9/11/01 on other government agencies were helpful because of the reach MITRE has to extract sensitive information from its customers.
As the close of my internship drew near, I was finally beginning to feel I had a grasp on project. I filtered my research into assessment matrices for software distribution and data centers using the compiled interview notes as my guide. The final products, 10 and 31 pages respectively [see attachment D and E], were delivered to the team with accompanying hard and soft copies of research material as available. It was my intention to be an aid in this project to others, but the experience proved itself invaluable, teaching me more than I could imagine about industry standards, business practices, research applications and most importantly, myself. 
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